
Cybersecurity is your concern
Facility Cybersecurity services can be likened to liability 
insurance for your business: protecting your operations 
from the risks of cyberattacks. It is not “just” an operational 
responsibility, but also a business strategy. A cybersecurity 
strategy goes beyond the firewalls, antivirus packages and 
encryption tools you have in place; and it is not 
solely part of your IT designer or IT department’s job! As a 
business practitioner, a building owner or a designer: you 
are responsible for protecting your facility and clients from 
cyberthreats. Facility cybersecurity cannot be ignored; it 
starts when you conceptualize your building.

What WSP can do to help:
WSP’s expertise in analysis, evaluation and design of facility 
cybersecurity measures minimize the risks of breaches 
to facility control systems in buildings from the onset, 
ensuring readiness for Day-Zero.

This approach protects building data, maintains system 
integrity, ensures compliance with federal and industry 
guidelines and increases awareness.

We use a DAY-ZERO Cybersecurity readiness approach.
1. From the design phase, WSP enhances the cybersecurity 

of your building through engineering specifications, audits 
and best practice guidance.

2. WSP collaborates with all disciplines and integrators to
achieve the the most resilient cybersecure design.

3. Our DAY-ZERO approach ensures cyber resilience is
woven through the entire design of the building.

Our Services include
Services

 ӱ Facility Cybersecurity Advisory
 ӱ FRCS Risk & Vulnerability Assessment
 ӱ Facility Cyber Hygiene Best Practices
 ӱ CyberSecurity Engineering Specifications

Systems
 ӱ Facility Related Control Systems
 ӱ Electronic Security Systems
 ӱ Fire Life Safety Systems
 ӱ Utility Monitoring and Control Systems
 ӱ IoT and Cloud-base Systems

Standards & Regulations
 ӱ DODI 8500.01 & 8500.10 
 ӱ UFC 4-010-06
 ӱ UFGS 25 05 11 & 25 50 00 
 ӱ NIST SP 800-various 
 ӱ FIPS 199, 200 & 201 
 ӱ IEC 62443, 62351,62056 

WSP has the Facility 
Cybersecurity 
experience you need.

 ӱ Healthcare Facilities
 ӱ Commercial Real Estate
 ӱ DoD and other Federal Government Facilities
 ӱ Utilities Sector Facilities
 ӱ Sports Facilities
 ӱ State, Local Government and Education 
Facilities

 ӱ Aviation & Transportation
 ӱ Hospitality/Resort Facilities

Is your WiFi signal 
limited to the physical 
boundaries of your 
facility or are you 
providing a platform 
for agents to disguise 
themselves as your 
patients when they 
hack other facilities?

Visitor Management 
Systems through their 
internet, app and 
in-building network 
connections provide 
the perfect grounds 
for cyberattacks.

Patient-owned tablets 
to control the lighting, 
temperature and blinds in 
the patient room may assist 
with raising HCAHPS scores 
but introduces unmanaged 
devices onto your network 
which may lead to HIS 
(Hospital Information 
System) data breaches.

Outdated software on 
network connected 
telemedicine 
workstations offer an 
entry point for cyber 
attackers to extort 
medical records.

Water sensors for leak 
detection or other IoT 
sensors connected through 
the hospital corporate 
network places the entire 
facility at cyber risk. 

Is your PACS (Picture 
Archiving & Communication 
System) environment NIST 
SP 1800-24 compliant? Your 
digital patient data could be 
impacted by ransomware 
leading to encryption with 
catastrophic business impact. 

Several mechanical and 
electrical systems maintain 
the perfect environment for 
operating theaters. Through 
an Operational Technology 
network breach (e.g. through 
the Access Control System), 
human life is placed at risk.
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WSP USA is the U.S. operating company 
of one of the world’s leading engineering 
and professional services firms—WSP. 
Dedicated to serving local communities, 
we are engineers, planners, technical 
experts, strategic advisors and 
construction management professionals. 
WSP USA designs lasting solutions in the 
buildings, transportation, energy, water 
and environment sectors. With nearly 
9,500 people in 150 offices across the 
U.S., we partner with our clients to help
communities prosper.

Why is Facility 
Cybersecurity so important? 

Any devices equipped with 
a microprocessor, network 
interfaces, a web interface 

or connected to other 
systems within or outside 

the building puts you at risk. 
If you have an Operational 

Technology network, you have a 
cybersecurity responsibility!

Facility
Cybersecurity 
You are probably aware of the cyber               
threats that come from spam                             
emails and the security software 
on your computers to protect 
you from getting hacked. 
But your facility is still at RISK 
without Facility Cybersecurity.

It’s what you can’t see and 
don’t know about that makes 
it a hacker's opportunity.




